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Abstract: Apart from all the positive aspects that it has entailed, the information system
development also involves some negative elements, as it facilitates anti-social acts, called
“criminal™.

The computer-related crime (or computer-related abuse) can be defined, according to
OECD, as any illegal, unauthorized or immoral behaviour related to the automatic data
processing and/or data transmission. A more detailed definition describes the computer-
related crime as ,, any illegal act in which a computer constitutes the tool or the object of some
felony, any crime whose means or purpose is to influence the function of a computer”?.

In Romania, the most important set of regulations on the prevention of computer-related
crimes is Law 161 of 2003, containing Some measures on ensuring transparency, exercising
public functions, business environment, corruption prevention and punishment®. In Title IlI:
“Computer crimes prevention and control”, law 161 of 2003 classifies related crimes under 3
categories:

1. Crimes against data and computer systems secrecy and integrity

2. Computer crimes

3. Child pornography through computer system

The development of computer systems in Romania and the creation of a complex legal
frame that complies with international legislation could lead to the real users protection.

REFERENCES:

[1] Maxim Dobrinoiu, Computer crimes, C.H. Beck Publishing House, Bucharest. 2006

[2] M.D. Goodman, Why the police don’t care about computer crime, Harvard Journal of Law & Technology,
465 Summer 1997.

[3] 1. Vasiu, Computer Crime, Nemira publishing House, Bucharest 2001

[4] loana Vasiu, Lucian Vasiu, Computer Crime Prevention, Hamangiu Publishing House, Bucharest, 2006,
page 31

[5] Romanian Official Journal no. 279/ April 21.2003

[6] Romanian Official Journal no. 391/May 9, 2005

[7] Romanian Official Journal no. 343/April 20, 2004

[8] Romanian Official Journal no. 60/March 26, 1996

[9] Romanian Official Journal no. 483/July 5, 2002

[10] Clujeanul Newspaper. June 12-18, 2006

[11] www.cybercrime.gov

[12] http://legal.dntis.ro Computer Crime Concepts. Paper drawn up and defended by Lt. Col. Campeanu
lon, Slt. Rotaru Dan, lasi County Police Inspectorate, Ministry of the Interior

[13] http://www.riti-internews.ro  An introductory guide to the application of computer crimes related
provisions, Bucharest May 2004

! Maxim Dobrinoiu, Computer crimes, C.H. Beck Publishing House, Bucharest 2006, page 59
? |dem, page 62
® Romanian Official Journal no. 279/ April 21.2003



